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GENERAL 
1. What is CAC and Password Free access? CAC and password free access is a secure method to access MyNavy Portal (MNP) HR systems using Multi-Factor Authentication (MFA) from your mobile device without a physical CAC card or traditional username and password (after initial setup).

2. Why are we implementing Multi-Factor Authentication (MFA)? MFA enables password free, phishing-resistant access to applications by using biometrics instead of usernames and passwords. It enhances security by supporting MyNavy HR's strategies in line with the DOD’s Zero Trust Policy for improved operational effectiveness. We use Okta FastPass as our secure MFA application which adheres to DoD security and Identity Credentials and Access Management (ICAM) requirements.

3. What is the difference between Single Sign-On (SSO) and Multi-Factor Authentication (MFA)?  
· Single Sign-On (SSO) is the experience of utilizing a single, initial login to securely and conveniently access multiple systems from your computer without getting new login prompts when you switch platforms.
· Multi-Factor Authentication (MFA) is the process to coordinate the multiple security verifications used like biometrics (TouchID or FaceID). The MFA app being used is called Okta FastPass.

4. How does CAC and Password Free access change the current authentication methods? It changes the current method because you will now use MFA (fingerprint or FaceID) to login to MNP from your mobile device, such as iPhone or Android.

5. Do I need to maintain passwords for each of the integrated systems?  No. The Navy is moving away from password-based authentication for MNP systems. Once fully adopted, passwords will no longer be supported. However, CAC authentication will remain unaffected on desktop. Future access will focus on CAC-Free methods via mobile devices with desktop accessibility being unchanged.

6. How will I know when these changes will take effect? Notices will be placed on the site when the change is upcoming.
 
FROM YOUR MOBILE DEVICE
7. How does the CAC and password free access work?  MNP will support multi-factor authentication (MFA) through the Okta FastPass app on your mobile device. This allows you to view your records and personnel files via mobile device without a CAC.  

8. What devices support CAC and password free access? Currently, CAC and password free access will only be supported on mobile devices (i.e., iPhone, iPad, Android) once deployed.

9. Will I still be able to log into MNP systems from my desktop computer? Yes, the CAC login process for desktop will remain unchanged. However, with the addition of SSO only a single login is required to access multiple platforms.

10. Can I submit a leave request from my mobile device?  Yes, you can submit leave requests in NSIPS via smart phone, as well as leverage self-service pay and personnel matters. 
 
11. Can I access my DD214 and MGIB from my mobile device? Yes. With MFA, you will be able to go directly to your NSIPS self-service account and view your DD214 and MGIB. No CAC needed. However, CAC will be required to make changes to your DD214 and MGIB documents from your desktop.  
 
12. Can I electronically sign forms like RED/DA? You can view your RED/DA forms, but any changes must be made using your CAC. To electronically sign the forms, you'll need to use your CAC on a laptop or desktop computer.
13. How do I set up CAC and password free access? Once CAC and password free access is launched later this calendar year, you will need to download and set up the Okta FastPass app. Instructions for enrollment will be made available on the MNP Resource page. Please note you will need to register separately for each mobile device.

14. Can I use my browser’s incognito mode? Incognito mode, regardless of browser, does not allow for Okta FastPass authentication.

FROM YOUR DESKTOP
15. Can I use CAC and password free access from my laptop or desktop upon deployment?  No. Upon release, CAC and password free access will be supported on mobile devices only (i.e., iPhone, Android). How you access MNP will not change from your laptop or desktop.

16. What is the benefit of SSO on my computer? With SSO, once you’ve authenticated with your CAC in MNP you can navigate to and access select systems without needing to re-authenticate or enter additional passwords. When you access the select systems via MNP you do not need to login again.

17. What systems can I access using SSO in MNP? Currently, you can access the following MNP systems using SSO:
· Navy Standard Integrated Personnel System (NSIPS) 
· Submit leave requests
· View your DD214 and MGIB


· Enterprise Customer Relationship Management (eCRM)
· Applicant Recruiting Module - helping Navy Recruiting Command attract and onboard top talent faster and more efficiently.

18. When will other systems be integrated into MNP SSO?  The team is currently working on integrating additional systems. Stay tuned as more systems are integrated.

19. What MFA options work on desktop? Only CAC login works on desktop. Push notifications, one-time passcodes, and hardware tokens go away with this change.

20. Can I use biometrics on my computer? No. The CAC login process for desktop will remain unchanged.

21. Is SSO supported by Chrome, Microsoft Edge, Safari and other web browsers? While SSO is compatible with Chrome, Edge, Safari and other web browsers, Microsoft Edge is the recommended browser. Using Microsoft Edge helps ensure you experience the system as designed, with limited compatibility issues. Incognito mode, regardless of browser, does not allow for Okta FastPass authentication.

22. How does SSO help me?  SSO means once you’ve completed the double-verification, you’ll only sign in once and be connected to all your approved applications and systems — no repeated logins or re-authentication.

23. What’s in it for me? It’s simple… You’ll have one login for everything, stronger security, password free, and faster, smoother access between systems.

TECHNICAL SUPPORT 
24. Is Okta FastPass secure? Yes. Okta FastPass combines SSO, MFA, and Zero Trust principles to protect against phishing, credential theft, and cyber threats.

25. How do I setup my Okta FastPass account? Setting up your account will be easy. Information will be available on the MNP resource page, along with guides and video tutorials to help you through the process.

26. Where can I find step-by-step guides? Video and PDF tutorials will be available on the MNP Resource page when these new solutions are available.

27. Who can I contact if I need help or have questions? Please contact the nesd@nesd-mail.onbmc.mil or 833-NESDNOW (833-637-3669).

KEY AWAY
Unlock a new era of CAC and password free access! Eliminate the hassle of multiple usernames and passwords with seamless and secure MFA access on your mobile devices. Enjoy a single, secure login that enhances productivity and simplifies your workflow, all while bolstering security. Say goodbye to password fatigue and hello to seamless, secure access!  
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